
Cyber Security Monitoring – Advanced
The threat of cybercrime to businesses is rising fast. In fact, Cyber-attacks per week on corporate networks increased 50% in 2021 
compared to 2020. In a world where cyber threats are evolving, you must prioritise cyber security. No matter how big or small your 
organisation is, businesses are being urged to strengthen their cyber security practices in a time of increasing cyber risk. 

Data loss can disrupt your productivity, damage your reputation and expose confidential information which may result in a loss of 
customer loyalty and therefore a potential business failure. 

How does our Cyber Security service help protect your organisation?
Our Cyber Security solutions ensure your business is protected from potential threats by proactively identifying, evaluating and 
reporting on security risks in your systems and software. By combining different services into a comprehensive package, we 
safeguard your organisation’s systems, data and people from cyber threats through the following three key areas and provide a 
high level of protection for your business. 

Our Cyber Security Monitoring service explained:

				   Vulnerability Monitoring and Management

				   Our platform regularly identifies, assesses, reports, manages and remediates vulnerabilities 	
				   across your systems. A comprehensive vulnerability monitoring tool that provides:

	 	 	 	 l	 Complete discovery of all devices on your network

	 	 	 	 l	 Vulnerability scanning of your local network

	 	 	 	 l	 External port and vulnerability scanning

	 	 	 	 l	 Active Directory and Azure AD scans (inactive users, not logged in for 90+ days…)

	 	 	 	 l	 Comprehensive quarterly reporting

	 	 	 	 l	 Remediation plans to fix critical issues

				   Our vulnerability management service includes automatic 3rd party software, Windows security
				   and feature updates for your computers.



For more information and pricing please contact: clientservices@onlinesupport.co.uk

				   Office 365 Security and Monitoring

				   Our Office 365 Security & Monitoring platform ensures your business is protected from 
				   potential attackers by proactively monitoring activity, enforcing global security policies and 
				   reporting on security risks in your tenant configuration. Our monitoring system will check:

	 	 	 	 l	 Email forwarders

	 	 	 	 l	 Admin accounts and role changes

	 	 	 	 l	 Logins from unusual locations

	 	 	 	 l	 Enterprise apps in Azure

	 	 	 	 l	 Mailbox permissions

	 	 	 	 l	 SharePoint external sharing

	 	 	 	 l	 MFA status on accounts

	 	 	 	 l	 Monthly security report

				   Dark web breached credentials scanner

				   Our dark web scanner service is a breached credential mining platform that continuously 
				   tracks, correlates and analyses billions of stolen usernames and passwords, hunting for 
				   digital identities that could belong to your staff. It lets employees play their part in securing your 
				   customers by letting them help determine the validity of their own leaked information, and the 
				   potential impact it might have on your IT services.

				   This platform does a lot more than just locate stolen credentials. Our intelligent risk engines 
				   identify which leaked usernames and passwords have the greatest potential to result in 
				   corporate damage. Its main features are:

	 	 	 	 l	 Password leak warnings

	 	 	 	 l	 Complete sensitive data management

	 	 	 	 l	 High risk account prioritisation

	 	 	 	 l	 Automated account verification

	 	 	 	 l	 Employee incident reporting

	 	 	 	 l	 Daily emailed threat summary

	 	 	 	 l	 Interactive employee portal

	 	 	 	 l	 Continuous monitoring


